In order to research the security of the knapsack problem under quantum algorithm attack, we study the quantum algorithm for knapsack problem over r Z based on the relation between the dimension of the knapsack vector and r . First, the oracle function is designed based on the knapsack vector
I. INTRODUCTION
Knapsack public-key encryption schemes [1] are based on the knapsack problem, which is NP-complete. Merkle-Hellman knapsack encryption scheme was the first concrete realization of a public-key encryption scheme. As its secure basis is superincreasing knapsack problem, it has been demonstrated to be insecure. Many variations have subsequently been proposed, whose knapsack vector density are less than 1. L -lattice basis reduction algorithm [2] is a polynomial-time algorithm for finding a reduced basis when given a basis for a lattice. In 1991, Schnorr and Euchner presented and improved algorithm [3] .In 1992, Coster et al gave an algorithm for low density knapsack problem based on lattice basis reduction algorithm [4] .If the density of the knapsack is less than 0.9408, the knapsack problem can be solved with high probability. Thus most variations of the Merkle-Hellman scheme are insecure. However, there is not an efficient algorithm for solving knapsack problem, and the complexity of the best algorithm is   2 2 n O n [5] , where n is the dimension of the knapsack vector.
Shor presented a quantum algorithm for order-finding [6] , based on which factoring and discrete logarithm over finite field can be solved in polynomial time. The public-key crypto, such as RSA and ECC, is under threat. Grover presented a quantum search algorithm achieving quadratic speedup for the unstructured search problem [7] , which can be used for searching cryptographic key. From then on, lots of achievements have been made on the quantum computer and quantum algorithm [8~11] . The success probability of the quantum algorithm is depicted by the measurement probability of the target state(MPTS). In the existing quantum algorithm, the MPTS is improved by designing unitary transform. For example, running quantum Fourier transform once can obtain high MPTS in Shor's algorithm; running Grover iteration ( ) O N times can obtain high MPTS in Grover's algorithm, where N is the size of the search space. Therefore the success probability and complexity of the quantum algorithm depend on the MPTS. Most of the polynomial quantum algorithms can be reduced to Abelian hidden subgroup problem, but knapsack problem cannot. Thus, hoe to design the quantum algorithm for knapsack problem based on new method of improving MPTS requires further study.
The best quantum algorithm for general knapsack problem was presented by V.Arvind and R.Schuler [12] , which is based on the 0-1 Integer Linear Programs and Grover's algorithm. Its complexity and success probability are respective O(c2 n/3 ) and 1. There is no efficient quantum algorithm for knapsack problem. Thus we conjecture that knapsack problem can resist the quantum computing attack.
Since the knapsack public-key crypto is based on the knapsack problem with special property, such as superincreasing and low density, it can be broken in polynomial. For the classical algorithm for knapsack problem over r Z , its complexity is correlated with n (the dimension of the knapsack 
II. BACKGROUND
The security of the knapsack public-key crypto depends on knapsack problem, which is NPC problem.
Definition 1
The knapsack problem [5] is the following: given a vector   
. B is called the knapsack vector, whose dimension is n .
In quantum algorithm, quantum Fourier transform is a very important unitary transform, which can be used for preparing superposition state and improving the MPTS.
Definition 3 (Quantum Fourier transform) [13] The quantum Fourier transform QFT on an orthonormal basis 0 , 1 , , 1 N   is defined to be a linear operator F U with an action on the basis states described 
Therefore, the action on an arbitrary state may be written as 1 11 0 00 1 :
where the symbol "  " stands for an invertible transform and
III. QUANTUM ALGORITHM FOR KNAPSACK PROBLEM OVER r Z
For the classical algorithm for knapsack problem over r Z , its complexity is correlated with n (the dimension of the knapsack vector
, not with r . According to Definition 1 and Definition 2, the bigger r is, i.e. the less the number of solutions for knapsack problem over r Z is, the higher safety of the knapsack public-key crypto is. Thus, we present a quantum algorithm for knapsack problem over r Z , which can be used for depicting the security of knapsack problem over r Z based on the relation between r and n . 
Furthermore, j can be found, such that 2 2( ) 
Step4 Measure the first register and get 0 t . Obtain Correctness, success probability and complexity are very important in a quantum algorithm.
Correctness and success probability
The success probability is unrelated to Step1 and Step2. Only when 0 0 t  in Step4 will the algorithm go on performing Step5. It is obvious that Step1 and Step2 are both correct. Thus the algorithm's correctness and success probability are only related to Step3, Step4, Step5 and Step6. (2) Since 
Step4, the probability of 0 0 t  is (2) and (3), the success probability of this algorithm is 1 2 P P P   
Complexity
In Step1, the algorithm need take 1 time one-dimensional quantum Fourier transform and 3 times n -dimensional quantum Fourier transform. And n -dimensional quantum Fourier transform requires 2 ( ) O n elementary quantum gates [13] . Thus, it requires elementary quantum gates [14] . 
